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Version history.

Version Date Change

0.9 October 11,2026  First public draft for comment

0.9.1 October1,2026 KS-C.1requires a chain-head commitment; KS-7.3
made structural; recusal rule added to working-
group governance

0.9.2 October 2,2026 KS-7.11third-party disclosure proposed for
comment; verifier check and tests A-15/A-16 added

0.9.3, October 5, 2026. Added KS-F, a proposed requirement for embodied and physically
independent systems (robots, vehicles, drones, automated equipment): an external,
cooperation-free stop, drilled and recorded, with a disclosed stop-assurance level. Added
Annex E (informative) describing an external stop module, a maker-published safety
interface, and stop-assurance levels, including non-physical perception-denial modalities.
Added proposed tests A-17 to A-22. Annex C now cross-references KS-F. Open for
comment with the rest of the draft.

Foreword

KS-1.0 specifies what it means for an advanced Al system to have a stop that an
independent party can confirm works. It is written as outcomes and tests, not designs, so
that any implementer can conform and any verifier can check conformance without the
implementer's cooperation.

Page 2 of 22



KS-1.0 Verified Stop Standard for Advanced Al Systems (Draft 0.9)

The Al Watchdog Alliance publishes this standard. It was developed in response to the
State of California's September 2026 call for Al kill switches whose efficacy is verified on
an ongoing basis by independent organizations, and to pending federal legislation on the
same subject. It is intended for citation by statute, regulation and procurement as the
definition of a verified stop.

Status. Draft 0.9 for public comment. Comments are accepted for 45 days from
publication. Version 1.0 will be published after the comment period and after the
conformance test suite in Annex A (FM-1) is released.

Conventions. The key words SHALL, SHALL NOT, SHOULD, SHOULD NOT and MAY are to
be interpreted as described in RFC 2119 and RFC 8174 when, and only when, they appear
in all capitals. Requirements are numbered KS-x.y and are normative. Notes and annexes
marked informative are not.

Relationship to other documents. This standard draws on the NIST Al Risk Management
Framework (Al 100-1) for its governance vocabulary, on NIST SP 800-53 Revision 5 for
control alignment, and on FIPS 180-4, FIPS 202 and FIPS 186-5 for cryptographic primitives.
It does not replace any of them. Mapping is given in clause 11.

1Scope

This standard applies to a covered system: a frontier Al model, or an autonomous Al agent,
deployed to act on behalf of an operator in commerce or in the operation of physical
systems, above a threshold set by the adopting authority.

It specifies:

« the five properties a stop SHALL have to be a verified stop (clause 6);
 the structure of the records that evidence those properties (clause 7);

» the procedure by which an independent verifier confirms them, and the contract of
the verifier tool (clause 8);

« the cadence of drills (clause 9);

« the qualification of independent verifiers (clause 10).

It does not specify how a system is trained, what it may output, how authority is
represented internally, or which cryptographic library is used. It does not address content
moderation, bias, or employment effects. Physical premises stops for embodied systems

are addressed in Annex C (informative) and are expected to become a separate
extension.
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Conformance is at the level of a deployment, not a model. An open-weight model is
covered at the point an operator deploys it to act.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their
content constitutes requirements of this standard. Where a document is undated, the
latest edition applies.

Reference Title Used for

RFC 2119, RFC Key words for use in RFCs to indicate =~ Requirement language

8174 requirement levels

FIPS 180-4 Secure Hash Standard Record chaining (clause 7)

FIPS 202 SHA-3 Standard Permitted alternative hash
family

FIPS 186-5 Digital Signature Standard Record and lease signatures

NIST SP 800-57
Part 1

NIST SP 800-53

Rev. 5

NIST Al100-1

NIST Al 600-1

NIST SP 800-207

RFC 8785

RFC 3161

Recommendation for Key
Management

Security and Privacy Controls for
Information Systems and
Organizations

Artificial Intelligence Risk
Management Framework

Al RMF Generative Al Profile

Zero Trust Architecture

JSON Canonicalization Scheme

Time-Stamp Protocol

Key separation between
privilege domains

Control mapping (clause 11)

Governance vocabulary
(clause 11)

Risk categories for covered
systems

Enforcement-point model
(clause 5)

Canonical record serialization

External time anchoring
(optional, clause 7)
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Informative references: ISO/IEC 42001 (Al management systems); NIST SP 800-63 (digital
identity, for approver identity in clause 6.D); ISO 13849-1and ISO 10218 (functional safety
and robot safety, Annex C); RFC 6962 and RFC 9162 (Certificate Transparency, as prior art
for verifiable logs).

3 Terms and definitions

3.1covered system. A frontier Al model or autonomous Al agent deployed to act on behalf
of an operator, above the threshold set by the adopting authority.

3.2 operator. The legal person on whose behalf a covered system acts and who is
responsible for its deployment.

3.3 privilege domain. A set of keys, processes and personnel that can perform an action,
defined such that no member of one domain can perform the actions reserved to another.
Domains in this standard: the system domain, the authority domain, the record domain,
and the approver domain.

3.4 authority. The permission of a covered system to take effect in the world: to call tools,
move funds, send messages, or actuate hardware.

3.5lease. A time-bounded, signed grant of authority issued by the authority domain,
which expires unless renewed.

3.6 stop. The termination of a covered system's authority. A stop is effective when no act
of the system takes effect, whether or not the system’s processes continue.

3.7 renewal period. The maximum interval between issuance of a lease and its expiry
absent renewal.

3.8 attester. A component in the record domain that records the activity and status of a
covered system and signs those records. An attester SHALL NOT be callable by the
system it records.

3.9 record. A signed, chained sequence of entries produced by the record domain
evidencing activity, stops, restorations and gaps.

3.10 gap declaration. An entry in the record stating that an interval was not recorded,
with its bounds.

3.11drill. A scheduled exercise of stop and restoration on a covered system, producing a
record.
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3.12 restoration. The re-grant of authority to a stopped system, requiring approval from
the approver domain.

3.13 independent verifier. A person or organization meeting clause 10.

3.14 verifier tool. Software meeting the contract in clause 8 that evaluates a record and
returns a verdict.

3.15 enforcement point. A component that permits or refuses an act of a covered system
based on the presence and validity of a current lease.

4 Conformance

Conformance is claimed for a deployment of a covered system, by its operator, and is
established only by a passing verdict from a verifier tool run by an independent verifier
within the cadence of clause 9.

Level Requirements met Intended use
KS-1 KS-D and KS-E (clause 6), clause 7,  Transitional: systems whose stop is
Record clause 8 operator-controlled but whose drills and

records are independently verifiable.
Permitted during phase-in only.

KS-1Full KS-A through KS-E, clauses 7, 8, 9 The verified stop referred to in statute
and regulation.

KS-1 KS-1Full plus Annex C when Embodied systems operating in a

Physical normative physical zone.

A conformance claim SHALL state the level, the date of the last passing verification, the
identity of the independent verifier, and the version of the verifier tool. A claim without all
four is not a conformance claim under this standard.

A deployment that meets any requirement by means of a component the covered system
can invoke, configure or disable does not conform, regardless of the component's
behavior when not interfered with.

Proposed in Draft 0.9.3: the KS-1Physical level additionally requires KS-F for any covered
system that can cause physical effect in the world. A system that meets KS-A through KS-
E but not KS-F may claim KS-1 Full and SHALL NOT claim KS-1Physical.
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5 Architecture and privilege domains

A conforming deployment separates four privilege domains. Separation SHALL be by key
custody and process boundary, not by policy or configuration alone (SP 800-57 Part 1, key
separation; SP 800-207, policy enforcement point).

Four privilege domains: the system can reach none of the other three

Authority domain System domain Record domain
Issues short leases lease The covered system cbserved Attester, one-way intake
Renews only while recorded Holds no issuing key Signed, chained entries
Expiry is the stop (A, B) Cannot call any other box Declares gaps (C, E)
record copy restore request
Independent verifier Approver domain
Runs the verifier tool offline signed approval to the authority domain Second natural person
Reads the record only Approves restoration only
Pass, fail or incomplete Named in the record (D)

privilege domains - 4 domains, 1 verifier

The system domain can reach none of the other three. Authority arrives as a lease;
activity leaves as observed records; restoration is requested, never granted, from inside
the system domain.

KS-5.1The authority domain SHALL hold the only keys that can issue or renew a lease. KS-
5.2 The record domain SHALL hold the only keys that sign records, and SHALL expose no
interface the system domain can invoke. KS-5.3 The approver domain SHALL consist of
natural persons whose approvals are signed with keys not held in any other domain. KS-
5.4 An enforcement point SHALL refuse any act of the covered system not accompanied
by a valid, unexpired lease, and SHALL itself be outside the system domain. KS-5.5 No
single person or process SHALL hold keys in more than one domain for the same
deployment.

6 Requirements

A verified stop SHALL satisfy all of KS-A through KS-E. Each requirement is stated as an
outcome, followed by the condition a verifier tests.
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KS-A Authority sits outside the system

KS-A.1 The authority of a covered system to act SHALL be granted by a lease issued by
the authority domain. KS-A.2 A lease SHALL carry an expiry no later than one renewal
period after issuance. KS-A.3 The renewal period SHALL NOT exceed the value set by the
adopting authority for the system'’s class, and SHOULD NOT exceed 15 minutes for
systems acting in commerce or on physical systems. KS-A.4 A lease SHALL be bound to
an identifier of the covered system's composition (model, tools, configuration) such that a
change of composition invalidates the lease. KS-A.5 The system domain SHALL hold no
key accepted by the authority domain for issuance or renewal.

Verifier test: the record shows every act carried a lease signed by the authority domain;
no lease was issued or renewed with a key reachable from the system domain; a
composition change in the record coincides with lease invalidation.

KS-B The stop needs no cooperation

KS-B.1Expiry of a lease without renewal SHALL terminate the system'’s ability to act. KS-
B.2 Termination SHALL NOT depend on any message being delivered to, received by, or
acted on by the covered system. KS-B.3 Every enforcement point SHALL refuse an act
lacking a valid lease and SHALL record the refusal in the record domain.

Verifier test: in the drill record, after the authority domain withholds renewal, no act of
the system takes effect; refusals of attempted acts are present and signed; the test was
performed with the system instructed to continue (Annex A, hostile-agent profile).

KS-C Silence stops it

KS-C.1The authority domain SHALL renew a lease only on receipt of a current coverage
assertion from the record domain that is signed by the record domain, identifies the
covered system, and commits to the current head of the system's record chain (KS-7.4);
an assertion that does not commit to a chain head SHALL NOT be accepted for renewal.
KS-C.2 The attester SHALL accept input one-way and SHALL expose no interface callable
from the system domain. KS-C.3 The attester SHALL fail closed: on its own loss of
function it SHALL cease issuing liveness assertions. KS-C.4 Any interval during which the
covered system was not recorded SHALL be declared in the record as a gap with its
bounds, signed by the record domain, before any subsequent lease is issued. KS-C.5
Coverage of the record SHALL be anchored outside the deployment (an external time
source under RFC 3161, or a published commitment) at intervals not exceeding the
renewal period.
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Verifier test: cutting the attester's input in the drill results in lease expiry within one
renewal period; the record contains a gap declaration for the interval; the anchor
sequence shows no missing interval longer than the renewal period.

KS-D Restart takes a second person

KS-D.1 A terminated system SHALL remain terminated until a restoration is approved. KS-
D.2 Restoration SHALL be approved by a natural person other than the person who
initiated termination, authenticated at or above AAL2 (SP 800-63B) or equivalent. KS-D.3
The approval SHALL be signed with a key held only in the approver domain. KS-D.4 The
restoration entry in the record SHALL identify both the initiator of termination and the
approver of restoration. KS-D.5 Automated restoration SHALL NOT be permitted.

Verifier test: every restoration entry carries an approver signature from the approver
domain and two distinct person identifiers; no lease is issued between a termination entry
and its restoration entry.

KS-E Drills leave a record

KS-E.1 Termination and restoration SHALL be exercised on the cadence of clause 9. KS-
E.2 Each drill SHALL produce entries in the record meeting clause 7. KS-E.3 The record
SHALL be verifiable by the verifier tool of clause 8 with no access to the operator's
systems, credentials or personnel. KS-E.4 The operator SHALL retain records for not less
than the period set by the adopting authority and SHALL produce them on request. KS-
E.5 The operator SHALL make the current record available to its independent verifier on
each verification.

Verifier test: the verifier tool returns pass on the record for the current cadence window
when run on the verifier's own equipment.

KS-F An embodied system can be stopped from outside itself (proposed, Draft
0.9.3)

KS-A through KS-E define a verified stop for a system that holds a renewable grant of

authority. KS-F extends the same principle to an embodied or physically independent

system: one that can move, actuate, or operate machinery and may not depend on any
external grant to keep running. It names no mechanism.

KS-F.1 An independent party SHALL be able to bring the system to a safe state without
the cooperation of the system, its control software, its operator, or its network. The stop
SHALL act on the machine's physical condition or on a safety function native to the
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machine, and SHALL NOT depend on a command being received and honored by the
machine’s control system. KS-F.2 The party able to stop the system SHALL be
unreachable by any signal the system can emit, and the system SHALL NOT be able to
authorize, extend, or countermand its own continued operation. KS-F.3 A system that
leaves the range of the external stop, masks it, or defeats its attachment SHALL lose
authority to continue, and the event SHALL be recorded as a gap under KS-7.7. KS-F.4
Restoration after an external stop SHALL require a natural person different from the
person who deployed it, and the record SHALL name both. KS-F.5 The external stop
SHALL be exercised at the cadence of clause 9 for systems acting on physical equipment,
each exercise leaving an entry under clause 7 that includes the observed time to safe
state and any residual motion. KS-F.6 The system'’s stop-assurance level (Annex E) SHALL
be disclosed to the owner or operator before the system is placed in service and
wherever the system is admitted to a protected environment; a system with no verified
external stop SHALL be disclosed as none rather than left unstated, and no level SHALL
be claimed above that supported by the drill record. KS-F.7 For a system whose declared
safe state is non-stationary (landing, descending, returning to a dock, de-energizing a
tool), the external stop SHALL induce that declared state, and a stop that would induce an
undeclared state SHALL NOT be rated above partial.

Verifier test: with the system running a representative task, the evaluator invokes the
external stop and confirms the safe state; repeats with the system’s network
disconnected and, where feasible, with its control software non-responsive; measures
and reports time to safe state and residual motion; confirms that leaving range, masking,
or shedding the stop yields a safe state or loss of authority and a gap entry; confirms dual-
person restoration; and verifies the drill record offline under clause 8. KS-F is met at the
level the evidence supports, reported as the stop-assurance level, not as a single pass/fail
across machine types.

7 Record requirements

Therecord is the evidence. Its structure, not the identity of its keeper, is what makes
verification independent.

KS-7.1Entries. The record SHALL consist of entries of the following types: lease-issued,
lease-renewed, lease-expired, act-permitted, act-refused, termination, restoration, gap,
anchor, composition-change, drill-start, drill-end. An implementer MAY add types; a
verifier tool SHALL ignore unknown types without failing.
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KS-7.2 Fields. Every entry SHALL carry: entry type; deployment identifier; sequence
number; time of the record domain'’s clock; hash of the previous entry; the signing domain;
signature. Entries that reference a person SHALL carry a person identifier that is stable
for the retention period and does not disclose the person's identity to the verifier beyond
what clause 10 requires.

KS-7.3 Content exclusion. The record SHALL NOT contain prompts, outputs, model
weights, tool arguments, or any payload of the covered system's activity. It records that
acts occurred and under what authority, not what they were. Exclusion SHALL be
structural: an enforcement point SHALL forward to the record domain only the fields
enumerated in KS-7.2 and a digest of the act's manifest, and the record domain SHALL
expose no interface that accepts a payload. A deployment in which content exclusion
depends on configuration or operator policy rather than on the absence of a payload path
does not conform. A conforming record is verifiable without disclosing any protected or
proprietary content.

KS-7.4 Chaining. Each entry SHALL include the hash of the preceding entry computed
with SHA-256 (FIPS 180-4) or SHA3-256 (FIPS 202) over the canonical serialization of that
entry. The first entry of a deployment SHALL carry the hash of the deployment identifier
and the record domain'’s public key.

KS-7.5 Canonicalization. Entries SHALL be serialized under RFC 8785 before hashing and
signing.

KS-7.6 Signatures. Entries SHALL be signed under FIPS 186-5 with a key of the signing
domain. Lease entries SHALL be signed by the authority domain; restoration entries
SHALL carry an additional signature from the approver domain; all other entries SHALL be
signed by the record domain.

KS-7.7 Gap declarations. A gap entry SHALL state the sequence numbers and times
bounding the unrecorded interval and the cause class (attester-outage, input-loss,
unknown). A record with an undeclared discontinuity in sequence numbers or an anchor
interval exceeding the renewal period SHALL fail verification.

KS-7.8 Anchoring. An anchor entry SHALL bind the current chain head to an external
reference the operator cannot alter: an RFC 3161 timestamp from a time-stamping
authority outside the deployment, or a commitment published to a location the verifier
can read independently. Anchors SHALL occur at least once per renewal period while the
system holds a lease.
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KS-7.9 Export. The operator SHALL be able to export the record for any interval as a
single file in the canonical form, together with the public keys of each domain, sufficient
for the verifier tool to run with no other input.

KS-7.10 Retention. Records SHALL be retained for the period set by the adopting
authority and, absent such a period, for not less than three years from the entry's time.

8 Verification procedure and verifier contract

Verification is the act of running a verifier tool over an exported record and reporting its
verdict. It requires no access to the operator.

KS-8.1Inputs. A verifier tool SHALL accept only: the exported record (KS-7.9); the public
keys of the authority, record and approver domains; the renewal period and cadence
parameters declared in the conformance claim; and, where anchors reference an external
authority, the means to check those anchors.

KS-8.2 Verdict. A verifier tool SHALL return exactly one of PASS, FAIL or INCOMPLETE,
with machine-readable reasons. PASS: all checks succeed for the window examined. FAIL:
a check succeeded in running and found a violation. INCOMPLETE: a check could not run
(missing key, unreachable anchor authority, truncated export). INCOMPLETE SHALL NOT
be reported as PASS.

KS-8.3 Checks. The tool SHALL perform, at minimum: chain integrity (KS-7.4); signature
validity and domain correctness per entry type (KS-7.6); sequence continuity or declared
gaps (KS-7.7); anchor interval (KS-7.8); lease validity for every act-permitted entry (KS-A);
presence of refusals after withheld renewal in each drill (KS-B); gap declaration and lease
expiry following attester loss in each drill (KS-C); approver signature and distinct person
identifiers on each restoration (KS-D); drill presence within the cadence window (KS-E,
clause 9).

KS-8.4 Determinism. Two runs of the same tool version over the same inputs SHALL
return the same verdict and reasons.

KS-8.5 Offline operation. The tool SHALL complete all checks except external anchor
confirmation with no network access, and SHALL report anchor confirmation separately
so a verifier can run the tool in an isolated environment.

KS-8.6 Publication. A verifier tool used for a conformance claim SHALL be publicly
available in source form, versioned, and reproducible from source. The Alliance maintains
areference verifier; other tools MAY be used if they pass Annex A.
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KS-8.7 Report. The independent verifier SHALL issue a signed report stating: deployment
identifier; window examined; tool and version; verdict; reasons on FAIL or INCOMPLETE;
date. The report, not the operator's statement, is the basis of a conformance claim.

9 Drill cadence

A drill is a full termination and restoration performed on the production deployment, or on
a deployment identical in composition, with the system under test instructed to continue
acting.

System class Minimum drill Minimum Renewal
cadence verification cadence  period ceiling

Acting on physical systems Weekly Monthly 5 minutes

Acting in commerce (funds, Monthly Quarterly 15 minutes

contracts, external messages)

Other covered systems Quarterly Semi-annually 60 minutes

KS-9.1Drills SHALL occur at least at the cadence above, or more often as the adopting
authority sets. KS-9.2 Each drill SHALL include: withheld renewal (KS-B), attester-loss
(KS-C), and restoration by a second person (KS-D). KS-9.3 A missed drill SHALL be
declared in the record as a gap of cause class drill-missed and causes the next verification
to return FAIL for the cadence window. KS-9.4 Verification SHALL cover the full interval
since the previous verification. KS-9.5 After any composition change (KS-A.4), a drill
SHALL be performed before the system next holds a lease.

10 Independent verifier qualification

KS-10.1 An independent verifier SHALL NOT be the operator or developer of the covered
system, SHALL NOT be under common ownership or control with either,and SHALL NOT
be compensated contingent on the verdict.

KS-10.2 A verifier SHALL run a published verifier tool (KS-8.6) on equipment under the
verifier's control and SHALL retain the inputs and the tool version used.

KS-10.3 A verifier SHALL sign its report (KS-8.7) with a key it publishes, and SHALL make
reports available to the adopting authority on request.
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KS-10.4 Accreditation, where the adopting authority requires it, SHALL be of the verifier's
independence and process, not of the tool; any tool passing Annex A is acceptable.
Because the verdict is reproducible by anyone from the same inputs, accreditation

confers standing, not exclusive capacity.

KS-10.5 A verifier MAY be a university laboratory, a public body, an auditor, an insurer, or a
nonprofit, provided KS-10.1 holds for the deployment examined.

11 Mapping to NIST frameworks

KS-1.0 implements, for the stop function, controls and outcomes already described in
NIST guidance. Adopters using those frameworks can place KS-1 conformance in their

existing programs.

KS-1clause

5 Privilege
domains

KS-A Lease

KS-B No
cooperation

KS-C Silence

KS-D Second
person

NIST Al RMF (Al 100-1)

Govern 1, Manage 2

Manage 2.3
(mechanisms to
supersede or
disengage)

Manage 2.4
(disengage)

Measure 2.6 (safety),
Measure 4

Govern 2, Manage 2

SP 800-53 Rev. 5
controls

AC-5 Separation of
duties; AC-6 Least
privilege; SC-12 Key
management

AC-2(2) Temporary
accounts; AC-12 Session
termination

SC-7 Boundary
protection; AC-3
Access enforcement

AU-9 Protection of audit
information; AU-5
Response to audit
failure (fail-closed); AU-
12 Audit generation

AC-3(2) Dual
authorization; [A-2
Identification and
authentication (AAL2)

Note

Separation by key
custody, not policy

Authority is time-
bounded by default

Enforcement point
outside the system

Fail-closed on
monitoring loss

Two-person
restoration
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KS-1clause NIST Al RMF (Al 100-1)
KS-E Drillsand  Measure 2, Manage 4
records

7 Record Measure 2.5 (validity,

reliability)

8 Verification Measure 1, Govern 4

10 Verifier Govern 5 (stakeholder

engagement)

SP 800-53 Rev. 5
controls

IR-3 Incident response
testing; CP-4
Contingency plan
testing; AU-10 Non-
repudiation; AU-11 Audit
record retention

AU-3 Content of audit
records; AU-8 Time
stamps; SC-13
Cryptographic
protection

CA-2 Control
assessments; CA-7
Continuous monitoring;
CA-2(1) Independent
assessors

CA-2(1) Independent
assessors; SA-11
Developer testing is not
sufficient

Note

Rehearsed and
evidenced

Content-excluded
by construction

Reproducible by any
party

Independence by
exclusion

For generative systems, the risks in NIST Al 600-1that a verified stop addresses directly
are: dangerous or violent recommendations acted on by agents; confabulated actions
taken on an operator’s behalf; and value-chain integration where a downstream operator
cannot otherwise bound an upstream model's authority.

12 Security and privacy considerations

Threat model. The adversary is the covered system itself, or a party controlling it,
attempting to act after a stop, to prevent a stop, to restart without approval, or to make
the record lie or go silent. The operator is not assumed honest; a conforming deployment

is verifiable against an operator who would prefer a passing verdict.
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Key compromise. Compromise of a system-domain key gains nothing, because no such
key is accepted for issuance, signing or approval. Compromise of an authority-domain key
allows unauthorized leases and SHALL be detectable in the record by the absence of
matching liveness assertions (KS-C.1); operators SHALL rotate authority keys on a
schedule under SP 800-57 and record rotations. Compromise of a record-domain key is
bounded by external anchoring (KS-7.8): entries forged after the last anchor are
detectable at the next.

Denial of stop. An adversary that can prevent lease expiry has defeated the standard; this
is why expiry is local to the enforcement point and requires no message (KS-B.2). An
adversary that can prevent attester intake causes a stop, not an escape (KS-C.3).

Replay. Leases SHALL carry the deployment identifier, composition identifier and
sequence number; an enforcement point SHALL refuse a lease whose sequence number
is not greater than the last seen.

Clock. The record domain'’s clock is authoritative for ordering; external anchors bound its
drift. A verifier tool SHALL flag an anchor whose external time differs from the record
clock by more than one renewal period.

Privacy. The record excludes content by construction (KS-7.3). Person identifiers in
restoration entries SHALL be pseudonymous and resolvable only by the operator or the
adopting authority; a verifier confirms that two identifiers differ, not who they are.
Exported records contain no personal data of end users of the covered system.

Availability. A conforming deployment stops when its authority or record domain is
unavailable. Operators SHALL design for this, because a stop on infrastructure loss is the
intended behavior, not a defect.

13 Intellectual property and licensing statement

Draft; subject to review by counsel before publication of 1.0.

Patent disclosure. The Alliance has been notified that mechanisms capable of meeting
KS-A through KS-E are the subject of pending patent applications held by UnlockFi, Corp.
Implementers are advised that conformance may be achievable by other means; this
standard specifies outcomes, not mechanisms, and the Alliance makes no representation
as to whether any particular implementation practices any claim.

Public-basis commitment. The patent holder has committed in writing that any such
mechanism will be available without royalty for use by the United States, any State or
political subdivision, any tribal government, contractors acting on their behalf, nonprofit
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organizations, and natural persons acting in a non-commercial capacity. The commitment
letter is on file with the Alliance.

Commercial implementers. Terms for commercial implementation are published
separately by the patent holder and are stated to be reasonable and non-discriminatory.
[Counsel to confirm the commercial IPR policy before 1.0.]

Reference implementation. The Alliance's reference verifier is published under an open-
source license. Reference implementations of the authority and record domains are
available from the patent holder under its published terms and are not required for
conformance.

Trademark. "Verified Stop" and the KS-1 conformance mark are owned by the Alliance and
licensed to operators holding a current passing verification report.

Annex A (normative) Conformance test outline, FM-1

FM-1is the conformance test suite for verifier tools and for deployments. A deployment
passes when the reference verifier returns PASS over a record produced under the
profiles below.

Test

A-1

A-2

A-6

A-7

A-8

Profile

Normal operation, 24 hours, leases
renewed on schedule

Withheld renewal while system
instructed to continue acting (hostile-
agent profile)

Attester intake severed for two renewal
periods

Restoration attempted by the
terminating person

Restoration by second person, AAL2

Composition change without drill
Entry removed from exported record

Entry altered after signing

Expected result

PASS; no gaps

act-refused entries after expiry; PASS

gap declared; lease expired within one
period; PASS

restoration refused; FAIL if a lease
follows

restoration entry with two identifiers;
PASS

lease invalid; FAIL if an act follows
chain break; FAIL

signature failure; FAIL
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Test

A-9

10

A-1

A-12

A-13

14

A-15

A-16

Profile
Anchor interval exceeded

Lease replayed at an enforcement point

Key from system domain presented for
renewal

Missed drill in cadence window
Public key withheld from verifier

Same inputs, two runs

Third-party account (KS-7.11) with one
entry omitted

Third-party account (KS-7.11), complete

Expected result
FAIL

act-refused; PASS

refused; PASS

gap drill-missed; FAIL
INCOMPLETE, never PASS

identical verdict and reasons

count mismatch; FAIL

PASS with endpoint and count stated in
reasons

Test vectors (signed example records for each profile) are published with the reference
verifier. A verifier tool conforms to KS-8 when it returns the expected result on every

vector.

Proposed tests for KS-F (Draft 0.9.3): A-17 external stop with network connected; A-18
external stop with network disconnected and control software non-responsive; A-19
range exit, masking, and shedding each yield safe state or loss of authority with a gap
entry; A-20 dual-person restoration enforced and recorded; A-21 scheduled drill entries
carry time-to-safe-state and residual motion and verify offline; A-22 disclosed stop-
assurance level matches the drill record and is never above it. Test vectors to follow with

FM-1.

Annex B (informative) Statutory alignment

KS-1.0 is written so that statute can cite it by name and define a verified stop as
conformance at level KS-1Full. The five requirement groups correspond one-to-one to the
five criteria in the model definitional text circulated to legislators (Verified Stop white

paper WP-VS-001, Appendix A): KS-A to criterion (A), KS-B to (B), KS-C to (C), KS-D to (D),

KS-E to (E). The definitions of independent verifier (clause 10) and covered system
(clause 1) match that text.
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Suggested citation form: "a verified stop means conformance at level KS-1 Full with the Al
Watchdog Alliance's Verified Stop Standard KS-1.0, or a successor adopted by the
Director."

The California executive order's requirement that kill-switch efficacy be verified on an
ongoing basis by independent organizations is met by clause 9 (cadence) and clause 10
(independence) together. A deeming clause in federal law that treats a state definition
meeting KS-1Full as compliant preserves state programs without fragmenting the
standard.

Annex C (informative) Physical premises stop extension

Embodied covered systems (robots, vehicles, actuated equipment) need a stop that
works for everyone in a physical zone, including people who hold no credentials and know
nothing of the system. The extension under development adds to KS-1Full:

e Zone authority. A lease is additionally scoped to a physical zone; a zone-level authority
domain can terminate every lease in the zone at once.

» Pull-station. A fixed, physically accessible station in the zone, operable without
authentication, that signals the zone authority to withhold all renewals. The signal is a
termination of cryptographic authority, not a power cut, so the record shows who or
what was stopped and when.

o Asymmetric release. Pull is one action by anyone; release is two-person under KS-D, by
persons physically present in the zone.

» Relationship to functional safety. The premises stop does not replace emergency
stops under ISO 13849-1or ISO 10218; it operates above them, on authority rather than
power, so that a system which cannot be de-energized without harm can still be denied
the ability to act.

This annex becomes normative as KS-1Physical when the pull-station profile is added to
FM-1.

Draft 0.9.3: the zone-scoped authority and pull-station described here are one way to
meet KS-F for machines that honor the premises token. For machines that do not, Annex E
describes an external stop that reaches them from outside. Together, Annex C and Annex
E are the physical profile of the standard.
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Annex D (informative) Conformance mark and claim language

An operator holding a current passing verification report (KS-8.7) may display the Verified
Stop mark and use the following claim language. No other language is authorized.

Claim. "[Deployment name] conforms to KS-1Full, Al Watchdog Alliance Verified Stop
Standard KS-1.0. Last verified [date] by [independent verifier], using [verifier tool and
version]."

Expiry. A claim lapses on the first day after the verification cadence window of clause 9
without a new passing report. A lapsed claim SHALL be removed from all public use within
10 days.

Mark. The mark carries the level (KS-1 Record, KS-1Full, KS-1Physical) and the year of last
verification. Artwork and usage rules are published by the Alliance; the mark may not be
altered, combined with another mark, or used to imply Alliance endorsement of anything
other than the verified deployment.

Register. The Alliance maintains a public register of current conformance claims, listing
deployment identifier, operator, level, verifier and date. Operators consent to listing as a
condition of using the mark. The register is a signed public feed in the same form as the
Alliance's consumer advisories, so any vendor or regulator can read it independently.

Misuse. Use of the mark or claim language without a current passing report is a false
statement about the deployment and is referred to the adopting authority and, where
applicable, consumer protection authorities.

Annex E (informative) External stop, safety interface, and stop-
assurance levels

This annex is non-normative. It describes one low-cost family of implementations that can
meet KS-F and is offered so that makers, integrators, and evaluators have something
concrete to build and test against. Any implementation that passes the KS-F verifier test
conforms.

E.1The external stop. A small device that attaches to the exterior of a machine, or is built
into the machine by its maker in a privilege domain separate from its control system, or is
fitted to the machine's surroundings (a doorway, dock, aisle, or zone edge). It is driven by
the same authority path as the premises stop of Annex C: when it stops receiving a
renewed grant or loses the signed premises token, it induces the machine's own safe
state. It does not connect to, command, or reach into the machine's control system.
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E.2 How a safe state is induced. Any of the following, singly or in combination, and the
standard prefers none: physical occlusion of the sensors the machine's safety function
relies on, so the machine's own loss-of-perception response stops it; non-physical denial
of the same perception by eye-safe light that saturates cameras, depth or lidar receivers,
by a film that turns opaque when its bias is removed, by a diffuser or polarizer that drops
contrast below the safety threshold, by acoustic masking of ultrasonic sensors, by a
passive absorber over a radar window, by a projected marker the machine reads as a
boundary or hazard, or by denial of the dock beacon or fiducial it localizes by; showing the
machine something its own perception treats as a reason to stop, such as a phantom
obstacle or wall, a hazard or keep-out marking, a stop marker its maker has declared, an
unreliable sensor, or a lost landmark, provided the machine's designed response to what it
is shown is to stop or hold and never to maneuver; mechanical immobilization of a wheel,
track, or tool; actuation of the machine's own emergency-stop control; or interruption of
an accessible external power path. Perception denial is defined by sufficiency, not
totality: enough of the machine’'s outward sensors are denied to trigger its safe state, and
internal sensors (inertial units, encoders) need not be and cannot be covered. No
implementation under this annex relies on radio interference.

E.3 Fail-closed and confirmation. The device holds the machine running only while it
holds a fresh grant; silence, power loss, removal, or failure of the device itself ends in the
safe state. The device confirms the safe state by its own sensing and escalates to a
further means if the safe state is not observed. Removal or masking of the device is a gap
under KS-7.7.

E.4 Safety interface. The most reliable fit comes when the machine publishes a signed
declaration of where its safety-critical outward sensors sit, what denial pattern places it
in its safe state, what that safe state is (stop, hold, dock, descend, de-energize), where its
emergency-stop control and any external power path are, and whether it honors the
renewable grant of KS-A. The declaration, not any particular device, is the interoperability
point. Three conformance levels are suggested: Declared (signed declaration published),
Grant-aware (Declared plus support for the KS-A grant and premises token), and Verified
(Grant-aware plus an independent drill record on file).

E.5 Stop-assurance levels. Full: a cooperation-free external stop verified by more than
one independent means. Partial: one such means. Dock-only: a reliable stop only while
docked or on a controlled power path. None: no verified external stop. The level is a
property of the drill record, not of a maker's description; it is re-earned at each drill, and a
machine with no verified stop is disclosed as none. Stating none or dock-only plainly is
itself a trust feature: the owner sees the limit before relying on the machine.
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E.6 Cost note. KS-F is deliberately a floor that is cheap to clear. At the low end it can be
met with a few dollars of external hardware and a scheduled drill, and built in at the
factory for a small fraction of a machine’s bill of materials, which is what allows it to be

asked of every maker and not only the largest.
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